SEIl Fiber to the Home (FTTH) Technical Support

Comtrend NL-3120 Router Topics

Configuring Pinholes/Port Forwarding
Enabling WIFI (wireless)

nfiguring Pinholes/Port Forwardin
1) From a web browser, go to "http://192.168.1.1". Login with the username "admin" and the password "admin".
If you get an incorrect login error, please try username "admin" and the password "seiadmin".

2) Click the "Basic Setup" link on the top menu bar.
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Summary Device LAN
WAN Model NesusLink 3120
Statistics Board ID E3138ME-1E51AC E U G
Route Serial Humber 2143120UAXF- ANODD235 ETH1 ETHZ ETH3
ARP Firmware Version | ! :lz‘leMF — LAN IPv4 Address 192.168.1.1
DHCP foader (CFE) LAN Subnet Mask 255,255.255.0
MNAT Session Version LO35-11BE14 LAN MAC Address
IGMP Info Up Time % mins:18 s=cs DHCP Server Enablzd
IPvo Date/ Time Thu Jan 1 00:03:18 1570
CPU & Memory WAN
Network Map Wireless
Wireless 2.4G6Hz Interface
Topology Driver Version s bepsann g 1000FD
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3) Click on the "NAT" link on the left.
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WAN Setup LAN WAN
NAT
Wireless ETHL ETHZ2 ETHZ ETH4 1000FD
Parental Control LAN IPv4 Address 152.168.1.1 Aute-negetiztion
Home Networking R e——— e — DSL 1 Status Down
LAN MAC Addrass 1e:64:99:21:22:75 Traffic Type Inactive
DHCP Server Enabled Upstream Rate (Kbps) 0
Downstream Rate (Kbps) ]
Wireless DSL 2 Status Down
2.4GHz Interface Traffic Type Inactive
N 7.14.164.20.cped. 16L05.0- Upstream Rate (Kbps) 0
kdb Downstream Rate [Kbps) [i]
Primare SSTN Crmtrand??75 7 .4GHr ;
4) Click on the "Add" button.
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NAT -- Virtual Servers Setu,
WAN Setup .
NAT wirtuzl Server allows you to direct incoming traffic from WAN side (identified by Protocel and External port) to the Internal
server with private IP address on the LAN side. The Internal port is required only if the external port needs to be converted to a
Virtual Servers different port number used by the server on the LAN side. A maximum 32 entries can be configured.
Port Trigger'lng [ Add ]| Remove |
DMZ Host
Server | External External Internal Internal | Server IP | WAN NAT
IP Address Map Name | PortStart | PortEnd | P! | port Start | Port End | Address | Interface | Loopback | Re™ove
ALG/Pass-Through
LAN
Wireless
Parental Control
Home Networking

5) Check if the setup you need is in the pre-configured list under "Select a Service".
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HAT — Virtual Servers
WAN Setup
NAT Select the service name, and enter the server IP address and dick "Apply/Save” to forward 1P packets for this service to the
specified server. MOTE: The "Internal Port End”™ cannot be modified directly. Normally, it is st to the same value as
Virtual Servers “External Port End”. However, if you modify “Internal Port Start”, then "Internal Port End” will be sot to the same
i 5 wvalue as "Internal Port Start”™,
Port Triggering Remaining number of entries that can be configured:32
DMZ Host @® o 1
Choose All Interface
IP Address Map O Choose One Interface
ALG/Pass-Through Usa Interface SEFFTTH/ppp0.1 ~
LAN Service Name:
Wireless @ selecta service: | Select One v
Parental Control O custom serviee: |
Home Networking Server TP Address: [LBE.;E..‘:.:.
O Enable NAT Loopback
| Apply/Save |
[External Port StartlExternal Port E Protoon] [Internal Port Start]internal Port E
| || Tep ~ |
| TCP ~ | |
| TCP « ]

6) If not, create your own. As an example, here we are adding a Test service that will forward traffic going from the
internet to the router on ports 2020-2025 to a device on the network with the IP address of 192.168.1.23 on port 22.
Once you have added your desired port forwards, click "Apply/Save" at the bottom of the page.
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WAN Setup NAT — Virtual Servers
NAT Select the service name, and enter the server 1P address and dlick "ApphySave” to forward 1P packets fior this service to the

specihied server. HOTE: The “Internal Port End” cannot be modified directly. Hormally, it is set to the same value as

“External Port End”. However, if you modify "Internal Port Start™, then "Internal Port End”™ will be set to the same
value as “Internal Port Start”,
Remaining number of entries that can be configured: 22

Virtual Servers
Port Triggering

DMZ Host @ choose All Interface

IP Address Map O Choose One Interface

ALG fPass-Through Lkse Interface SE-FTTH/ppp0.1 v
LAN Service Nama: . )
Wireless O Select a Service: | Select Ona bt |
Parental Control @ Custom Service: [Tt
Home Networking Server IP Address: | 192.168.1.23

[ ensble NAT Loopback

[ Apphy/Save |
External Port StartlExternal Port End] __ Protocol _ |internal Port Start]internal Port End|
2020 | | 2025 |]Tce w [l 2020 | |202s
| [1Tep w |

7) You are now done.
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NAT — Virtual Servers Setup
WAN Setup
NAT Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and Exdernal port) to the Interna
server with private s on the LAN side, The Internzl port is required only if the sxdernal port needs to be converted to 2
Virtual Servers different port number used by the server on the LAN side. A maximum 32 entries can be configured.
Port Triggering [(add | Remove |
DMZ Host
External Internal
P e [ort | o [rotocot [ ort ™ [Tl | 255" [Sneertnce | oopbacic | Remove
LAN Test 2020 2025 TCP 2020 2025 192.168.1.23 | pppl.t Dissble O
Wireless

Parental Control
Home Networking

Back to the Top

nfiguring WIFI/Wirel

You have your choice of one of two ways to enable the wireless access point in your SEI provided Comtrend NL-3120:
A) Easy way by pressing a button and using preset defaults.
B) Personalized approach (you can set your own SSID & security).

Easy setup:

1) On the front of your router, there is are two small round button labeled 2.4GHz WIFI ON/OFF & WPS and 5GHz WIFI
ON/OFF & WPS. Press and hold the 2.4GHz button for approximately 20 seconds and release. Within a few seconds,
the 2.4GHz WIFI LED will turn on. Repeat the same process for the 5GHz WIFI if needed.

2) On your WIFI capable devices, you will then connect to the SSID "ComtrendXXXX_2.4GHZz" or
"ComtrendXXXX_5GHz" where XXXX are the last 4 characters (in capital letters) of your modems MAC address. There
is a sticker on the bottom of your modem with this MAC address.

3) Security is enabled by default using WPA2. The WPA2 encryption key/passphrase is located on the bottom of the
router under WIFI Key. Please note that the WIFI Key is case sensitive.

Personalized setup:

1) From a web browser, go to "http://192.168.1.1". Login with the username "admin" and the password "admin".
2) Click the Basic Setup link on the top menu bar.
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Advanced Setup

Basic Setup Diagnostics

LAN
ETH1 ETH2 ETH3 ETH4

LAN IPv4 Address 152.168.1.1

LAN Subnet Mask 255,255, 255.0

LAN MAC Address 1c:64:99:e1:22:75

DHCP Server Enabled

Wireless

2.4GHz Interface

714,164, 20.cp=4. 16L05.0-
kdb

Comtrend2275 2.4GHz

Driver Version

Primary S5ID

mill

Management Logout
WAN
1000FD
Auto-negotistion

DSL 1 Status Dowen
Traffic Type Inactive
Upstream Rate [Kbps) ]
Downstream Rate (Kbps) [i]
DSL 2 Status Dowen
Traffic Type Inactive
Upstream Rate [Kbps) ]
Downstream Rate (Kbps) [

3) Click on "Wireless" on the left side. Check mark "Enable Wireless", and change the "SSID" if you wish, then click
"Apply/Save". (By default, wireless is disabled but the SSID is ComtrendXXXX_2.4GHz, where XXXX are replaced with
the last 4 characters of your routers MAC address).
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4) Click on 2.4GHz and then the "Security" links on the left. You can change your encryption passphrase/key here, or
you can view the current one as well. If you change it, be sure to click the "Apply/Save" button. The default



passphrase/key is on the sticker located on the bottom of the router labeled WIFI Key. Please note that this key is case
sensitive.
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5) Click on the "Apply/Save" button. 2.4GHz wireless access is now enabled.

6) To enable 5GHz WIFI, click the 5GHz link on the left and select "Enable Wireless" and then "Apply/Save" at the
bottom of the page. The default SSID is ComtrendXXXX_5GHz (where XXXX is the last 4 digits of the router's MAC,
located on the bottom of the router).
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7) Click on 5GHz and then the "Security" links on the left. You can change your encryption passphrase/key here, or you
can view the c urrent one as well. If you change it, be sure to click the "Apply/Save" button. The default passphrase/key
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Wireless — Basic
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] Eenablke Room AP Function
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is on the sticker located on the bottom of the router labeled WIFI Key. Please note that this key is case sensitive.
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Wireless — WPS Setup
This page allows you to configure WPS features of the wirelsss LAN interface.
Enable WPS Enabled

Set WPS AP Mode Configured b

Add Client

Add Enrolles PBC

Enter STA PTN Add Enrolles PIN
Setup AP (Configure all security settings with an & nal regsts
Device PIN 52673049 He

Hanual Setup AP
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vork and specify the encryption strength
Cick "Apply/Save”
Select SSID Comtrend2275_SGHz v
Encryption WPA2-AES wall |
Passphrase [m ] Rk havw bo disoley

ApphySave



Internet Tech Support
Available 24x7
800-925-6746 | 812-574-8800 | 812-667-8800
812-744-8800 | 812-839-8800 | 812-873-8800

Cellular Technical Support
Monday through Friday ~ 8:00am to 4:30pm
888-200-8077
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